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INOJIO’)KEHHUE :

0 MoJMTHKEe HHGOpMAaIHOHHOI Oe30nacHOCTH B MHGOPMAIHOHHBIX CHCTEMAaX
MEePCOHATBLHBIX JAHHBIX 3aIIMTe HHpOpManuu B
MYHHIHIAJIBEHOM 0I0KETHOM YUPeKIeHHH KYJIbTYPbI
«Onovenxuii paiioHHBIH HEHTD KYJIbLTYPHD)

OnoyenKoro My HHIMIAJILHOTO OKpPYTa
IexoBcxoii ob1acTn

O0mue moJ10KeHHsl.

1.1. Hacrosmee Ilonoxenne paspaborano B coOTBeTCTBHH ¢ @efepalbHBIM 3aKOHOM OT
27.07.2006 Nel49-@3 (pex. ot 02.12.2019) «O6 unpopmanuu, HHGOPMALHOHHBIX TEXHOJIOTHIX H O
samure uHGopmannn», PenepanbHeM 3akoHOM 0T 27.07.2006 Nel52-@3 (pen. ot 31.12.2017) «O
NepCOHANBHBIX JaHHBIX», llocranoBnenuwem IlpaButenmsctBa P® ot 01.11.2012 Nell19 «O6
YTBEPK/ICHHH TPeOOBaHMHA K 3alliUTe TIEPCOHANBHBIX JAHHBIX [P MX 00paboTke B MH(OPMALMOHHBIX CHCTEMaX
NepcoHaIbHbIX JaHHbIX», IIpukasom ['ocrexxkomuccun Poccum ot 30.08.2002 Ne282 «CrnermanibHblie
TpeGOBaHKA U PEKOMEHIALMH MO TEXHHYECKOH 3aliuTe KOHMHAEHIMATBHOH HHYOPMALIMKY rOCY1apCTBEHHAs
TexHu4eckas komuccHs», Ilpukasom ®CTOK Poccum ot 18.02.2013 Ne21 (pem. or 23.03.2017) «O6
yreprkienuu CocTtaa v cofiepKaHHs OPraHM3aLMOHHBIX W TEXHHYECKHX Mep 10 06eceueH o 6e30nacHoCTH
NEPCOHANBHBIX JIAHHBIX NPH HX 00paboTke B MH(POPMAIIMOHHBIX CHCTEMaX MEPCOHATBHBIX JTAHHBIX).

1.2. Tlonoxxenue peryjMpyeT TOJHTHKY MYHHIHMIATBHOIO GHOKETHOTO YUPEXKAECHHS KYyJIBTYPHI
«Omouenkuii paHOHHBIH LEHTP KyIbTypsD» ONOYENKOro MYyHHIMIIANLHOrO OKpyra IICKOBCKOl
obmactu (mamee -YupexeHue) Mo 6e30macHOCTH HWHPOPMALMOHHBIX M KOMMYHHKAIIHOHHBIX
PECYpCOB U TEXHONOTHA ¥ OOIIHI MOPSIOK 0OpalleHust ¢ JOKYMEHTaMH, COAEPKaIlUMH CITyKeOHYIO
HH()OPMAaLHIO OTPAaHHYEHHOTO PACIIPOCTPAHEHHS H YCTAHABIMBAET:

- 00BEKTHI 3aIMUTEI HHPOPMAIHH B CyOBEKTH I0CTYIa K WHpOpMauu HHOOPMAIHOHHBIX CHCTEM W
PECYPCOB;

- OCHOBHEIE yYrpo3sl HHpOpManuoHHOH Oe3omacHoctH (mamee - MHOOPMAIIMOHHAS
BE3OITACHOCTD) YVupexnenus;

- OCHOBHBIE IIPHHIHUIIBI IOCTPOCHHS CHCTEMBI 3aIHTHI HHYOPMAIHH Y UperkIeHHUS;

- MEPBI, METOIBI U cpezicTBa obecnedenns MTHOOPMAIIMOHHOM BE3OITACHOCTH YupesxieHus.

1.3. Hacrosimee ITonoxenne pa3paboTaHO ¢ [ENBIO YCTAHOBJICHHS HAUIEKAIIETO MOPSIKA PabOTEI
H CO3aHHE O€30IacCHBIX YCIOBHH IJISI COTPYJHHKOB YUPEKIEHHH, a TaK K€ MCKIIFOYCHHS
BO3MOYKHOCTH IIPOHHKHOBEHHS TOCTOPOHHHX IIUII, BBIHOCA MAaTEPHAIBHBIX IEHHOCTEH, HHBIX
HapyIIeHHH 0OIECTBEHHOTO MOPSIKA.

1.4, Jlannoe Ilonoxenwme  pasmemaercs Ha OQUIMAIBHOM caiiTe VYupexkIeHHS B
HH()OPMAITHOHHO-TETEKOMMYHHKAIIHOHHOM ceTd « AHTepHET».

I. O0bexTHBI, MOMIEKANHME 3ALIMTE.

2.1. B Vupexnenum obpabateiBaeTcss MHGOpMAIMS, COAEpKAMAS CBEJEHUS OTrPAHHYEHHOTO
pacnpocTpaHenus (ciyxeOHas HHOpMaLHs, IEPCOHATIbHBIE IAaHHBIE), B OTKPBITHIC CBEICHHA. 3alHTe
NOUIEKaT BCe HMH(MOPMAIMOHHBIE CHCTEMBI YUPEKICHHs, HE3aBHCHMO OT HX MECTOHAXOMKIECHMS,
YUCIIANMecs Ha OyXraaTepckoM yuete Y apesk/IcHHs.

2.2. OcHOBHBIE O0OBEKTHI, IIOJICKAIIHE 3aIUTE:

- HHpOPMALMOHHBEIE CHCTEMBI NepcOoHaNbHBIX naHHbX (mamee — WCIIJIH), a Takxke OTKpbITas



(obuienocrynnas) uHdopManus, HeoOXoauMas Il paboThl YUpeKIEHNs, HE3ABUCAMO OT (OPMBI U
BHJIa ee [peJICTABJICHH S, .

- IPOLeCCHl 00PabOTKH HHPOPMALMK B HHPOPMAI[HOHHBIX CHCTEMaX YupexaeHus, HHQOpMaIMOHHbIE
TEXHOJIOTHH, PETJIAMEHTEI H IIPOLeayphl cOopa, 06paboTKH, XpaHEeHNs U epenadn HHPOPMAIUH;

- uHOpManHOHHas HHPACTPYKTYpa, BKIIOYAMONIAS CHCTEMBI 06paboTKM M aHanm3a MH(OPMAIIHH,
TEXHHYECKHE M IIPOrpaMMHEBIE cpezcTBa e€ oOpaboTku, mepeqausl U OTOOpaXKEHHUs, B TOM YHUCIIE
KaHalbl WMHQOPMAIMOHHOTO OOMEHa M TeIeKOMMYHHKAIWH, CHCTEMBI M CpPEJACTBA 3aIHTHI
uHpopMaIuu.

2.3. OcoOeHHOCTH 00BEKTORB, IOIEHKALINX 3AIUTE:

- OOBCIMHEHHE B €IMHYK CHCTEMY OONBIIOTO KOJHYECTBA TEXHHYECKHX CPEICTB 00paGOTKH H
nepeaaydd WH(GpOpMAaIUK;

- HeOOXOMMOCTh 0OeCcTIEdeHHs HENTPEPhIBHOCTH (DYHKIIMOHUPOBAHHS Y UPEK ICHHUS;

- BBICOKasl HHTEHCHBHOCTh HH(POPMAaIHOHHBIX ITOTOKOB;

- pa3HOOOpa3ue KaTeropuii MoJib30BaTesIeH.



II. Ilean u 3apa4d cucTeMbl obecnedenust HHGOPMaNHOHHOH (e30MacHOCTH.

3.1. CyGbexTel mocTynma k uH(OpMaluu npu obecredyeHHH HHPOPMAMOHHON GE30NMACHOCTH
YupexneHus sBIsioTCs:

- paboTHMKM VYUpexk[IeHHs, YYacTBYIOINHEe B HH(GOPMAIMOHHOM OOMEHE B COOTBETCTBHH C
BO3JI0’KEHHBIMHU Ha HUX JIOJDKHOCTHBIMHU 00S3aHHOCTAMU;

- (QusuyeckHe 5HMIA, CBEJCHHA O KOTOPHIX HAKAIUIMBAIOTCH, XpaHATCS W 00pabaThIBaroTCsS B
HH(OPMAIMOHHBIX CHCTeMax YupexieHus (B COOTBETCTBHH cO cT.14 MemepaabHOro 3aKOHA OT
27.07.2006 Nel152-@3 «O nepcoHaIBHBIX JAaHHBIXY;

- COTPYOHUKH BHEUIHHX OpraHH3allii, 3aHUMAaroIUXCs pa3paboTKoH, ITOCTaBKOH, PEMOHTOM H
obcmykuBaHHEM 000PYI0BAHMS HITH HHPOPMAITHOHHEIX CHCTEM.

3.2. llepeuncreHHbIM CyOBEKTaM JOCTYIA K HHGOPMAIHE HEOOXO0AUMO 00ECIIEUHTS:

- CBOEBPEMEHHOCTD JOCTYIA K He0OX0aUMOM M MH(pOpMaLuH (ee TOCTYIHOCTD);

- IOCTOBEPHOCTS (IIOJTHOTY, TOYHOCTh, aKTYaJIBHOCTD, [EJIOCTHOCTE) HH(OpMAIHH;

- KOH(GHIEHIUATBHOCTEL (COXpaHEHHE B TaifHE) OIpEe/IeTCHHONW YacTH MH(OPMAlMH, 3alIUTy OT
HAaBs3bIBaHMUS JIOKHOH (HEZOCTOBEPHOM, HCKAKEHHOH ) HH(pOpMALIHH;

- BO3MOJKHOCTh OCYIICCTBIICHHSI KOHTPOJII M YIpaBlIeHHS IpoleccaMu oOpaboTKH H Iepenadu
uHopMAaIIH;

- 3aITATY HHOOPMAIHH OT HE3aKOHHOTO PACTIPOCTPAHEHHS.

3.3. Lesnbto 3amuThl HHGOPMAIMH, Ha JOCTHIKEHHE KOTOPOM HampapiaeHo HacTosmee [lomoxenue,
SIBISIETCS 3aIUTa OT BO3MOXKHOI'O HAHECEHHs CYOBEKTOM JOCTYNa K MHGOpMAIMH MATEPHAILHOIO,
(pu3EYecKoro, MOpaIbHOTO WM HHOIO yiiepda 10CPeICTBOM CIIyYalHOTO HIM IPEeJIHAMEPEHHOrO
BO3/ICHCTBHS Ha HH(OPMAIHIO, € HOCHTEIH, MpoIecchl 00paboTKu W mepenadn. YkazaHHas Ielb
HOOCTHTacTCs TOCPEJCTBOM OOECIEUYEHHsI W IIOCTOSIHHOTO TIOJEPIKAHHS CIIEJYIOIMX CBONCTB
HH()OPMALHH: '

- JOCTYNHOCTH HH(OpMamWy Ui aBTOPU30BAaHHBIX CYOBEKTOB JocTyma (yCTOHYMBOro
(GYHKIHOHMPOBAHMS CHCTEMBI, IIPH KOTOPOM aBTOPH30BAaHHBIE CYOBEKTHI JOCTYIIA HMEIOT
BO3MOXKHOCTb ITOJTy4EHHS HEOOX01uMO#H HHPOpMAIHH);

- IIEJIOCTHOCTH ¥ QyTEHTHYHOCTH (TIOATBEPXKIEHHE aBTOPCTBA) HHGOPMAIWHM, XPaHHMOM H
00pabaThIBacMOH B cHcTeMax YUpexIeHus H epeIaBaeMoii 110 KaHalaM CBSI3H;

- KOH(HUIEHIHATPHOCTH — COXPAHCHHS B TaiiHe ONpejeeHHOM YacTH MH(OPMAIMH, XPaHHMOIH,
obpabareiBacMOl M TieperaBaeMOd IO KaHanaMm CBs3u. HeoOXOMUMBIA YpOBEHH IOCTYIIHOCTH,
IEJIOCTHOCTH M KOHQHIECHIMAIPHOCTH HH(OpMaruu obecreduBaeTCss METOJaMH H CPeICTBAMH,
COOTBETCTBYIOIIMMH MHOXECTBY 3HAYMMBIX YIPO3.

3.4. OcHOBHBIE 3371244 CHCTEMBI 0OecnieueHns HHpopMaHoHHOH HGe3onacHocTr. [ JOCTHKEHHS
OCHOBHOM II€JIM 3alUMTBl M oOecleueHHs YKa3zaHHBIX CBOMCTB HMHGOpPMAIMM  CHCTEMA
HH(popMaIHoHHas 6e30IMacHOCTE JOIKHA 00ECTIeYHBATh PEIEHHE CIEAYIONMX 3a/1au:

- CBOCBPEMCHHOC BELISBJIICHHE, OIIEHKA M IIPOTHO3HPOBAHHE HMCTOYHHUKOB YIpo3 HH(OPMAIHOHHOM
Ge3omacHOCTH, TPHYMH M  YCIOBHH, CHOCOOCTBYIOIIMX HAHECEHHIO ymepba cyOneKkram
HHGOPMAITMOHHBIX OTHOLICHUH, HAPYIIEHHIO HOPMAITBHOTO (DYHKITHOHHPOBAHKS CHCTEM;

- CO3/IaHHE MEXaHM3Ma OIIEPATHBHOIO PearupoBaHus Ha YIpo3bl 0€301acHOCTH HHPOPMALIHH;

- CO3J@HME YCIIOBHH JUId MMHHMH3AIMH M JIOKAIH3aldd HAHOCHMOTO YyIiepba HemnpaBOMEPHBIMU
NeHCTBHAMH (DU3HYECKHX M IOPHIMYECKHX JIUI, OCIA0ICHAE HEraTHBHOIO BJIMAHHS W JMKBHIAIHS
HOCJIEACTBHH HapylneHus 6e3onacHocTy HHpGOpMaIHm;

- 3aIl[UTy OT BMEINATEIbCTBA B MPONece (PYHKIUOHUPOBAHKS CHCTEM YUPEXKICHHUS ITOCTOPOHHHX JIHII

(moctyn K MHGOPMAIMOHHBIM pecypcaM JIOJDKHBI HMETh TOJBKO 3apETHCTPHPOBAHHBLIE B
YCTaHOBJIEHHOM MOPSAKE MOJIL30BATENH);



- PasTpaHUYCHHE JOCTYIA MOJIb30BaTeNIeH K HHPOPMAIIHOHHEIM, alllapaTHBIM, IPOIPAMMHBIM U HHBIM
pecypcaM - obecrmedyenue J0CTyna TOJIBKO K TEM PecypcaM M BBIIOJHEHHS TOJLKO TeX OIepardii ¢
HHMH, KOTOpbIE HEOOXOAMMBI KOHKDETHBIM IIOIB30BATENSIM [UISl BBIMOJHEHHS. CBOMX CIYKEeOHBIX
00s13aHHOCTEH;

- obecnedenne ayTeHTH(HKAWH A TONL30BATENel, YJYAaCTBYIOIAX B WHMOPMAIMOHHOM oOMeHe
(moaTBEpXKAEHUE TIOUTHHHOCTH OTIIPABHTEIS H M0JIy4aTels HHGOPMAIHH);

- 3AATY OT HECAHKIMOHHPOBAHHOM MOAM(DHKALKKM MCIONB3YEMBIX B CHCTEMaX MPOrPaMMHBIX
CPeICTB, a TaKXke 3all[UTy CHCTEM OT BHEJIPEHHS HECAHKIIMOHHPOBAHHBEIX IIPOrPaMM, BKIIIOYAs
KOMITBIOTEPHEIE BUPYCHI;

- 3aIUTy HHPOPMALIMH OT yTEYKH 110 TEXHHYCCKHM KaHAJIaM IIPH €€ 06paboTKe, XpaHEHHH H Iiepeiaye
10 KaHAJIaM CBSI3H.

3.5. OcHOBHbIE MyTH pEIIeHHS 3a/ad CHCTeMbl HH)OPMALMOHHON 6G€301MaCHOCTH YUpeKIeHHMs.
OcHoBHbIE 1ieM oOecneueHus HHOOPMAIMOHHOM 0€30MaCHOCTH M PEIIEHHE NEPEUNCITeHHbBIX BBILIE
3a/1a4 JOCTHTAIOTCS:

- Y4E€TOM BCEX MOUIEKANIUX 3aIIUTE HHOOPMAITMOHHBIX CHCTEM Y UpeiKICHHS;

- Y4€TOM JeHCTBHI IIepCOHANa, OCYIIECTRIISIONIEro o0CIyKHBaHHe H MOAH(DHKAIMIO TPOTPAMMHBIX H
TEXHUYCCKHX CPEJICTB KOPIIOPAaTHBHOH MH()OPMAIIHOHHON CHCTEMBI,

- TMOJHOTOH, pEalbHOH BBINOJIHUMOCTBIO H  HEINPOTHBOPEYHBOCTBIO TpeOOBAHMH JIOKAIBHBIX
HOPMATHBHBIX aKTOB Y UpesK/IeHHUs IO BOIIpocaM obecrieuenns HHPOPMAaIMOHHON 6e3011acHOCTH;

- IOATOTOBKOH TOJUKHOCTHEIX JIHIL (PaOOTHHKOB), OTBETCTBEHHBIX 3@ OPraHH3aLHUIO

H OCYLIECTBIICHHE MPAKTHYECKUX MEPOIPHUATHI N0 obecrieyeHn o HHGOPMAIMOHHON 6e30I1aCHOCTH,

- HaJIeJICHHEM KaXXI0ro paboTHHMKA (IOTb30BaTes) YUpekIeHHs MHHAMAILHO HEOOXOMUMBIMHA JUIS
BBIIIOJIHEHHS MM CBOMX (YHKIHOHATGHBIX OOS3aHHOCTEH IOMHOMOYMSAMH [0 JOCTYNY K
HH(QOPMaIMOHHBIM pecypcaM Y UpesKIeH s,

- YCTKMM 3HaHHEM H CTPOTHM COOIIOJEHHEM BCEMH IOJH30BATESIMH HH()OPMAIMOHHBEIX CHCTEM
Yupexenus TpeOGoBaHui TOKaIbHBIX HOPMATHBHBIX aKTOB YUPEK/IEHHs MO BOIPOCaM 0OeCIeYeH s
HH(POPMAHOHHOM 0e30acHOCTH; '

- TEPCOHATBPHOH OTBETCTBEHHOCTBIO 34 CBOM AEHCTBHA KakIoro pabOTHHKa, B pamMKaX CBOHX
QYHKIHMOHAIBHBIX 00S3aHHOCTEH HMEIOIIEro A0CTYI K HHYOPMAIMOHHBIM pecypcaM Yupesk/IeHus:;

-  HCNpEepBIBHBIM  TOJJIEpKAHMEM  HEOOXOAMMOIrO  YpPOBHS  3AIMINEHHOCTH  3JIEMEHTOB
HH(OPMATHOHHEIX CHCTEM Y UPEXKICHUS;

- TIPUMEHEHHEM IPOrPaMMHO-AIMIAPATHBIX CPEICTB 3alIATEl MHGOPMAWK W HEMpPEpPHIBHOM
aJMHHHCTPATHBHOM IOAAECPIKKON UX MCITOIB30BAHMS;

- 9(QEeKTHBHBIM KOHTpOJNEM Hajl COOMIONCHHEM I0JIb30BATENSIMH HMH(POPMAIIMOHHBIX PECYpPCOB
VYupexaenus TpeboBaHuH 110 o0ecneyennio HHYOPMALMOHHOH Oe30MacHOCTH.

IIL. OcHoBHbIE yrpo3bl HHPOPMANHOHHOMH (e300acHOCTH YUpeKIeHus.

4.1. CymecTByeT Ba BHIA YIpo3 HHGOPMAIHOHHOH 6€30I1aCHOCTH:
- HCKYCCTBEHHBIE — YIPO3bI, BBI3BAHHBIE JIESTETLHOCTHIO UEJIOBEKA,
- €CTCCTBCHHBIC — YI'PO3bI, BBI3BAHHBIC BO3JEHCTBUSIMU Ha HHGOPMAIIHOHHYIO CHCTEMY H €€ DJIEMEHTHI
OOBEKTHBHBIX (DM3MYECKHX MPOIECCOB TEXHONEHHOTO XapakTepa WM CTHXHHHBIX IIPHPOIHBIX
SIBJICHUH, HE 3aBUCSINUX OT YEIOBEKA.

4.2. Haubosee 3Ha9MMBIME yrpo3aMy HHGOPMAIIMOHHON GE30MaCHOCTH YupeKaeHus (crocobamu
HaHeceHus yuepba cyObexTaM HH()OPMAIMOHHBIX OTHOIIEHHIH) SIBJISFOTCS:
- HapymeHue (GYHKIMOHAIBHOCTH KOMIIOHCHTOB HMH(M)OPMAIMOHHBIX CHCTEM Y4peXXIEHHS,
OnokupoBaHue WHGOPMAlMH, HAPYIIEHHE TEXHOJOTHYECKMX MPOIECCOB, CPEHIB CBOEBPEMEHHOTO
pelleHus 3a/1a4;
- HapyIIeHHE NEeNOCTHOCTH (MCKaXeHME, NOJMEHa, yHWYTOXKEeHHEe) HH(POPMAILMOHHBIX PECYpPCOB
Yupexaenus, a Takxke Ganscudurarnms (Moenka) J0KyMeHTOB;
- HapyIeHHe KOHQUIEHINATLHOCTH (pasriialieHue, yTeuKa) NePCOHATbHBIX JIaHHBIX.

4.3. OCHOBHBIE HCTOYHHKH YIPO3 HHPOPMAIHOHHON Ge301acHOCTH Y UpeskIeHHUS:
- HelpeIHaMepeHHbIe (0IMUO0UHBIE, CiTydaiiHble, 6e3 31010 yMbIc/Ia U KOPHICTHBIX Helielf) HapyIneHus
YCTAQHOBJICHHBIX PEriamMeHToB cOopa, oOpaboTkH M mepepaun WHpOpPMamuw, a Taike TpeGoBaHHIH
OesomacHOCTH HMHGOpDMAUMKM W JpyrHe JeHCTBHS MOJb30BaTeNeli MHPOPMALMOHHBIX CHCTEM



Yupexnenus (B TOM dmcIe pabOTHHKOB, OTBEYAIONIMX 3@ OOCITY)XHBAaHHME W aMHHMCTPHPOBAHHE
3JIEMEHTOB HHPOPMAITMOHHBIX CHCTEM), IIPHBOISIINE K HEIPOU3BOAMUTEILHBIM 3aTpaTaM BPEMEHH U
PECypCoB, pasrilallleH IO CBEICHHH OIPAaHUYEHHOTO PACIIPOCTPaHEHHs], TIOTepe EHHONH HHPOPMAIHH
W HapyIIEeHHI0 paboToCnOoCOOHOCTH 37IEMEHTOB HH(POPMAIIMOHHBIX CHCTEM;

- IipeIHaMepeHHEIe (B KOPBICTHBIX LEJSAX, IO IPUHYKICHHIO TPETHHMH JIMIIAMH, CO 3JI5IM YMEICIOM H
T.I1.) JI€HCTBHsA JIETAJIBHO MOMYIIEHHBIX K HHPOPMAIMOHHBIM pecypcaM Y UpekIeHHs M0Jb30oBaTeleH
(B ToM 4YHCIEe pabOTHHKOB, OTBEYAIOIIHX 3a OOCIy)KHBAHHE H aJIMHHHCTPHPOBAHHE 3JIEMEHTOB
MHQOPMAIMOHHEIX CHCTEM), KOTOpbIE MPHBOJAT K HEMPOM3BOJUTEILHBIM 3aTparaM BpPEMEHH H
PECypCOB, pasrialllCHHIO CBEIEHUH OrpaHMYEHHOIO PaclpoCTpaHEeHHUs, NoTepe HEeHHOW HH(pOpMAIUH
WJTH HAPYIIEHHIO pab0TOCIIOCOOHOCTH 3JIEMEHTOB HH(MOPMAITHOHHBIX CHCTEM Y UpexkKICHHS;

- YJaJeHHOE€ HECaHKIHOHHMPOBAaHHOE BMEIIATENBCTBO ITOCTOPOHHHUX JIMII M3 BHEIIHHX ceTel o6Imero
Ha3Ha4YeHusl (NPeXJIe BCEro uyepe3 ceTh MHTepHeT), uepe3 JieraqbHBIC W HECAHKIIHOHMPOBAHHBIC
KaHaJIbl IIOIKJIIOYEHHS K TAKKM CETSIM, UCII0JIb3Yysl HEJNOCTATKH MPOTOKOJIOB 0OMEHA, CPEJICTB 3aIlUThH
H pasrpaHHYCHUs YAATEHHOTO JOCTYIA K HH(QOPMALHOHHBIM pecypcam;

- OMHMOKHM, IOIYINEHHbIE NPU pa3paboTKe >IeMEHTOB HHGOPMAUHOHHBIX CHCTEM YUpEKISHHS H MX
CHCTEM 3allUThI, OIIMOKH B IIPOrPAMMHOM O0ECTICUCHHH, OTKA3bl U COOM TEXHUYECKHUX CPEJICTB (B TOM
YHCJIE CPEACTB 3aIlHUTE HH)OPMAIIHH );

- TEXHHYECKHE COOM 371eMEeHTOB HHPOPMAIIHOHHBIX CHCTEM.

4.4. ITytu peanu3anuy yrpo3 HHGOPMAIIHOHHOM 0€30MaCHOCTH YUpesKICHHs.

44.1. Ilytm peanu3alli¥ HENPEJIHAMEPEHHBIX HCKYCCTBEHHBIX YIpo3 HH(OPMAIHOHHOI
OezomacHOCTH YUpeKIeHuUs.

PaGoTHuku  YupexieHHs,  SBISIONIMECS  aBTOPH30BAaHHBIMH  CyObeKTaMH  J0CTyNa
UHQOPMAIMOHHBIX CHCTEM, a TaKkke pabOTHUKH, OOCIYXKHBAIOLIME OTIEIBHBIE DJIEMEHTHI
MHOOPMAIHOHHBIX CHCTEM, SBISIOTCS BHYTPEHHHMH MCTOYHHKAMH CIyYaWHBIX BO3/EHCTBHIA.
OCHOBHBIE IYTH pealu3allid HENpPEeIHAMEPEHHBIX HCKYCCTBEHHBIX (CYOBEKTHBHBIX) YIpo3
UHGOPMAIMOHHOH Oe30macHOCTH YupekaeHus (JeHCTBHS, COBEpUIAEMBIE TIOIBMH CIIydaiHo, I10
HE3HAHHIO, HEBHUMATEIbHOCTH MIIH XaJIaTHOCTH, U3 JIFOOONBITCTBA, HO 0€3 3710T0 YMBICTIA):

- HEOCTOPOXHBbIE  NEHCTBHS, MPHBOAAIIME K YaCTHYHOMY WJIH TOJHOMY  HAPYIIECHHIO
(YHKIIHOHATBHOCTH JJIEMEHTOB HH)OPMAIMOHHEIX CHCTEM Y YpEkICHHUS;

- HEOCTOPOXHbIE JNEHCTBHS, TPHUBOJAIIME K pA3rTIAlleHHIO HHGOPMAIMH  OrPAHHYEHHOTO
pacrpoCTpaHEHMsl HIIK JEaloNie ee 00LIe/I0CTYITHOIA;

- pasrjamieHde, nepegada WM yrpara arpuOyTOB pasrpaHUYEHUs! HocTyna (KIouel (JOTHHOB),
[apoJjiei, KIIOYEBEIX HOCHTENeH | T. I1.);

- HITHOPUPOBAHHE YCTAHOBJIEHHBIX TIPABUII IPH paboTe ¢ HHPOPMALHOHHBIME PECyPCaMH;

- TPOCKTHPOBAHHE &IrOPHTMOB 00pabOTKM [aHHBIX, pa3paboTKa NPOrpaMMHOIO OOECIICUEHHS C
BO3MOYKHOCTSAMH, [IPEJICTABIIAIOIIMMYI OIIACHOCTE I (DYHKIIHOHUPOBAHHUS HH()OPMAIHOHHBIX CHCTEM
1 rHQOpMaHoOHHOH 6e30macHOCTH Y UpeKIeHH S,

- mepechUIKa HHGOPMAIHH [0 OIIMO0YHOMY 3JIEKTPOHHOMY ajpecy (yCTpOoiCTBa); BBOJ] OIMHOOYHEIX
JTAHHBIX;

- HEOCTOPOXKHAs 1I0pYa HOCHTeeH undopmanuy;

- HEOCTOPOYKHOE TTOBPEKICHHE KAHAIOR CBSI3H;

- HEMpPaBOMEPHOE OTKIHYEHHE O0OpYJOBaHUS WIM HM3MEHEHHE PEXHMOB PadOTHI 3JIEMEHTOB
HH()OPMAIMOHHBIX CHCTEM;

- 3apaKEeHHE KOMIIBIOTEPOB BUPYCAMH;

- HECaHKIIMOHHPOBAHHBIA 3aMyCK TEXHOJIOTMYECKHX IIPOrpaMM, CIIOCOOHBIX BEI3BATH TIOTEPIO
paboTOCTIOCOGHOCTH 3MEMEHTOB HH(OPMAIMOHHBIX CHCTEM MM OCYIIECTBISIONINX HEOOpaTHMbIE B
HMX H3MeHeHHs ((popMaTHpPOBaHME MM DPECTPYKTYPH3AIMIO HOCHUTENed HHGOpPMAIlHH, YAaJIcHUE
JIAHHBIX ),

- HEKOMITETCHTHOE HCIIOJIE30BaHKe, HACTPOIKA WM HENPAaBOMEPHOE OTKIIIOUEHHE CPEJICTB 3alllUTHL

442. Ilytm peanmsanuy IpeJHAMEPEHHBIX  HMCKYCCTBEHHBIX  (CYOBEKTHBHBIX)  yIpo3
HH(GOpMaMOHHOH 6€30aCHOCTH.

OcHOBHBIE BO3MOXHBIC ITyTH YMBIIIICHHOM Je30praHuM3aidd paboThl, BBIBOJA DJIEMEHTOB
HHQOPMAIlMOHHBIX CHCTEM M3 CTPOs, HECAHKIHOHHPOBAHHOTO JOCTYNa K HH(pOpMauH - (¢
KOPBICTHBIMH LEJISIMH, 10 IPUHYKICHUIO, U3 JKEJIAHHST OTOMCTHTB):



- YMBIIUICHHBIE  JEHCTBHS, MNPUBOAJINME K YAaCTHYHOMY WM [OJHOMY  HApYIIEHHIO
(yHKIIMOHATBHOCTH 37IEMEHTOB HHG)OPMAIMOHHEIX CHCTEM Y UpeXkIeHHS;

- OCHCTBHS IO J€30praHusaiyd (QyHKIMOHHPOBaHHS WHGOPMAIMOHHBIX CHCTEM YUpeXkIeHHS,
XHIICHUE OJICKTPOHHBIX ~JOKYMEHTOB M  HOCHTeNed MH(GOpMAINH; HEeCaHKIHOHMPOBAHHOE
KOIIMPOBAHHE IEKTPOHHBIX JOKYMEHTOB M HOCHTENEH HH(pOpMAaIIMH;

- YMBIIIJICHHOE HCKaKeHHEe HH(POPMAIiH, BBOJ| HEBEPHBIX JAHHBIX;

- OTKJIIOYCHHE HIIM BBIBOJ M3 CTPOs MOJCHCTeM oOecreyeHus (YyHKIHOHHPOBAHHS 3IIEMEHTOB

MHQOPMAIHOHHBIX CHCTEM (JNIEKTPOIHTAHHS, OXJIAXKICHAS M BEHTWIALMH, JHHHH M allaparypsl
CBS3H);

- IEpEXBAT JAaHHBIX, IEpeaBaeMbIX [0 KaHAIAM CBSI3H M MX aHAIHU3;

- HE3aKOHHOE TMOJIyYeHHe aTpuOyTOB  pa3rpaHHYEHHS JOCTYNa (MUCHONb3ys  XalaTHOCTb
MOJIb30BaTeIeH, IyTeM MOAIENKH, T0A00pa Mapos);

- HECAHKIIMOHMPOBAHHBIA [JOCTYIl K pecypcaM HH()OPMAIHOHHBIX CHCTEM C pabouMX CTAHIIHH
ABTOPHU30BaHHBIX CYOBEKTOB JOCTYIIA;

- XHIIEHHUE UM BCKPEITHE MH(GPOB KPHIITO3AIIHTEH HHPOPMAIHH;

- BHE/J[PEHHE aNllapaTHBIX W TPOrPaMMHBIX 3aKIaJ0K C IEIbI0 CKPBITHO OCYMIECTBIATH AOCTYI K
uHQOpPMAIIMOHHBIM ~ pecypcaM WM J€30praHM3alluu (GyHKIHMOHUPOBAaHHS  DJIEMEHTOB
HH(OPMAIMOHHEBIX CUCTEM Y YPEIKICHHS;

- HE3aKOHHOE HCIIOJIL30BAHKME BJIEMEHTOB HH(OPMAITHOHHBIX CHCTEM, HapyIlIaloliee IpaBa TPETHHX
JIHIL;

- MPHMEHEHHE MOACIYIIHBAIONIMX YCTPOHCTB, (OTO M BHAEO CHEMKa JUIS HECAHKIHOHHPOBAHHOTO
cheMa HH(pOpMaIHH.

4.5. IlyTn peanu3aliy OCHOBHEIX €CTECTBEHHBIX yIPo3 HHOOPMAIMOHHOM 6e30MacHOCTH:

- BBIXOJ H3 CTposi 0bopyzoBaHwus Hil-ltbl()p‘l\fl?.‘q}’{OHHhIX cucTeM M obopyaoBaHus oOecIeUeHHS €ro
(OYHKIIMOHHPOBAHHUS; ' '

- BBIXO/I K3 CTPOS MJIM HEBO3MOXXHOCTh MCIIOIH30BAHHUS JIHHHM CBSI3H;

- IIOKaphl ¥ CTUXHITHBIE O€/ICTBUSL. '

4.6. Mozenb BO3MOXKHBIX HAPYIIIHTEIEH.

4.6.1. Tunsl HapyIMTEIEH:

C y4eToM KaTeropuu JIHIl, MOTHBAIIMH, KBATH(DHKAIIAH, HATHYHS ClIELHAIBHBIX CPEJICTB:

HexoMIieTeHTHEIH  (HEBHMMATENBHBIH) MONL30BaTelnb — pabOTHHK — YUpexkaeHus (MM
TIOJpa3/ieJieHus] BHEIIHEH OpraHu3alyH, 3aHAMArOIIENCs 00CIy KuBaHHeM UHGOPMAITHOHHBIX CHCTEM
Vupexiennst), NpeANIpPHHUMAIONINI IIONBITKH BBITOIHEHUS 3allpENICHHBIX JEHCTBUH, JocTyna K
3allMIaeMbIM pecypcaM HH(OPMAIMOHHBIX CHCTEM C IPEBBIIECHHEM CBOMX MOJHOMOYHH, BBOJIA
HEKOPPEKTHBIX JaHHBIX, HAPYIICHHs IIPABKII U PErIaMeHTOB paboThl ¢ MH(OpMALUEH, JeHCTBYS 110
OIIMOKE, HEKOMIIETEHTHOCTH MM XaJaTHOCTH 0e3 yMBICIA W HCIONB3YIOIMH IPH 3TOM TOJBKO
IITAaTHBIE CPEICTBRA;

Joburens — paboTHMk  YupexaeHus (WM IOJpa3jielieHHss BHENIHEH OpraHH3allnH,
3aHMMalomeiicss obcykHBaHHEM HH()OPMAIMOHHBIX CHCTEM YUpeX/IeHHUs ), MBITAIOMUNICS HApYIIUTh
CHCTEMY 3alIUTEI 0€3 KOPBICTHBIX IEJIEH, YMBICIIA HITH JJIS CAMOYTBEPIKICHHS.

IIpu 5TOM HCIIONB3YIOTCS PA3IH4HBIE METO/IbI IOTYYeHHS JI0TOMHATENHEIX TTOTHOMOYHH JOCTYIIA
K pecypcaM, HEIOCTAaTKH B IIOCTPOEHHHM CHUCTEMBI 3allMTHI M JIOCTYIHBIE €My INTATHBIE CPENCTBa
(HECaHKITMOHHPOBAHHBIE JIEHCTBHS IOCPEICTBOM MPEBBIIEHUS CBOMX IOJHOMOYHIH Ha HCIIOIb30BAHHE
Pa3pelieHHbIX CPEACTB), HEIUTATHEIC HHCTPYMEHTAIbHbIE H TEXHOJIOTHYECKHE IIPOrpPaMMHEIE
CPEeICTBa, CaMOCTOATENBHO pa3paboTaHHble NPOrpaMMEl WM CTaHJAPTHBIE JONOJIHATEIBHBIC
TEXHUYECKHUE CPEICTBA.

BHyTpeHHui (BHEIIHMI) 30yMBINIIEHHHK - aBTOPH30BAaHHBIA CYOBEKT HOCTyna (IIOCTOPOHHEE
JMI0) JEHCTBYIOIIMH ILENCHANPaBICHHO (B TOM YHCJIE€ B CrOBOPE C JIAIAMH, HE SBIISIOIMMUCS
paboTHHKaMH YupexeHus). [Ipyu 3TOM HCTIONB3YIOTCS METOIBI H CPEJICTBA B3JIOMA CHCTEMBI 3allHTHL,
BKJIFOYasi areHTYPHBIE METO/IbI, ITACCHBHEIE CPEJICTBA (TEXHHYECKHE CPEJICTBA MepexBaTa), METOALI
Cpe/ICTBAa aKTHBHOIO BO3JCHCTBHA (MOAM(pUKALMS TEXHUYECKHUX CPEICTB, MOIKTIOUEHHE K KaHAllam
mepeJayd  JaHHBIX, BHEIPEHHE IPOrpaMMHBIX 3aKIaJOK ¥  HCIONB30BAHHE CIICHHAIBHBIX
HHCTPYMEHTAIBHEIX H TEXHOJIOIMYECKMX IMpOorpaMM), a Takke KOMOMHAIMK BO3JAEHCTBHH, Kak
U3HYTPH, TAK ¥ H3BHE Y UPEKICHUS.



4.6.2. BHyTpeHHUE HAPYIIIUTEIH:

BHYTpEHHHM HapyIIHTeleM MOKeT OBITh JIMIO H3 CIEAYIONHX KaTeropuii pabOTHHKOB
VYupexnenus: :
- 3apETHCTPHPOBAHHbBIC IOJIB30BATE]IM H IEPCOHAI, Oﬁcﬂy}KHBaI-OHIHH TEXHUYECKUE CpPEICTBA
HH(GOPMAMOHHBIX CHCTEM Y UPEIKISHHS;
- paDOTHHKH, B TOM YHMCJIE DYKOBOIHTEIH, HE SBISFOIHECS 3apeTHCTPHPOBAHHBIMHE I10JIb30BATEISIMHA H
He JONyLIeHHblE K MHGOPMAIMOHHLIM pecypcaM YUpeiJIeHHs, HO HMEIOIIHE JOCTYI B 3IaHHs H
TOMEIIIEHHUS;

pabOTHUKH, B TOM 4HCIE PYKOBOJHMTEIH, 33/eHCTBOBAHHBIE B pPa3pabOTKE W COMPOBOXKICHHH

IIPOIPaMMHOI0 obecreyeHns.

4.6.3. Baeninue HapyInuTen:

BHeImHEM HapyImUTEneM MOKET OBITh JIUIIO U3 CIIEAYIONMX KATETOPHi:
- paDOTHHKH YUpEXJIEHHUS, C KOTOPBIMH IPEKpallieH (PacTOPrHYT) TPYAOBO# 10rOBOp;
- NPEJICTABUTEIM BHEIMHHX OpraHM3allMi, 3aHMMAaroIuXcs pa3paboTKOH, MOCTaBKOM, PEMOHTOM H
00CITyKMBaHHEM DJIEMEHTOB HHMOPMAIIHOHHBIX CHCTEM;
- YWIEHBI IPECTYIHBIX OpraHU3alMi WK JHIA, JSHCTBYIOIIHE IT0 HX 3a/IaHHIO;
- JIMI@, CIy4aiHO HITH YMBIIJIEHHO IPOHMKINHE B IOKAIBHYIO BEIYUCIHTEBLHYIO CETh YUPEXKICHHS H3
BHEIIHHUX TEJIEKOMMYHHUKAI[MOHHBIX CeTeH (XaKephl);
- aIMHUHUCTPATOPbl ABTOMATH3UPOBAHHBIX CHCTEM YUpEkKJIeHHs], UMEIOIIHEe HeOTPAaHHYCHHBIH JOCTYII
K MHQOPMAIMOHHBEIM pecypcaM KOMIIOHEHTOB KOPIOPAaTHBHON HWH()OPMAIMOHHON CHCTEMBL
AJIMMHHCTPATOPBl ABTOMATH3MPOBAHHBIX CHCTEM MOIYT OTHOCHTHECH KaKk K BHEINHMM, TaKk ¥ K
BHYTPEHHHM HapyIIHTEISM.

4.7. VYreuka HHQOPMALMH 110 TEXHHUYSCKHM KaHaiaM. [IpH MpOBENEHHMH MEPOIPHATHH H
SKCILTyaTalliyi TEXHHYECKHUX CPEJICTB YCTAHABIMBAIOTCSA CIEAYIOIHE KaHAIb! YTEYKU WA HAPyIICHHUS
IIEJIOCTHOCTH HH(OPMALHH, HApYLIeHHs! pabOTOCIIOCOOHOCTH TEXHHYECKHX CPEJICTB:

- 1O00OYHEIE B3NIEKTPOMArHUTHBIE H3IYy4YCHHS HMH()OPMATHBHOIO CHrHaTa OT TEXHMYECKHX CPEJICTB
Yupexnenus u THHUMH Tepejaun HHQOPMAIIHH;

- HaBOJKM HH(OPMATHBHOIO CHTHaNA, 00pabaThIBACMOr0 TEXHUYECKHMMH CPEJCTBAMH JIOKAIBHOMH
BBIYHCITMTEIIEHOM CETH YUPEK/IECHHs, Ha TPOBOJIA K JIMHUH, BEIXOSIIHE 32 IPe/Iesbl KOHTPOIHPYEMOH
30HEI YUPEXICHHS, B T.4. HA LEIH 3a3eMJICHUS | DIICKTPOITHTAHHS,

- OJJIEKTPHYECKHE CHTHAIBI WM paJvoM3JlydeHus, OOYCIIOBICHHBIE BO3JICHCTBHEM Ha CpEJICTBA
nepeaayd HHPOPMaLHK BEICOKOYACTOTHBIX CHIHAIOB, CO3/IABAEMBIX C TIOMOIIIBLIO PA3Be ILIBATEIBHOMN
anmnaparypsl, 1o 3QHupy H IIPOBOJaM, JTUOO0 CHTHAIOB MPOMBIIUICHHBIX PAIHOTEXHAYECKHX YCTPOHCTB
(pamuoBemaTenbHbIe, PaJIHONOKAIHOHHBIC CTAHIHH, CPEJICTBA PAJHOCBA3H U T.I1.), H MOIYJISIMEH HX
MH(GOPMATUBHBIM CHTHAJIOM; ‘.

- aKyCTHYECKO€ HM3JIydeHHEe WH()OPMATHBHOIO PEYEBOr0 CHTHANA WM CHTHANA, 00YCIOBIEHHOIO
(YHKIHOHHPOBaHHEM TEXHHYECKHX CPEICTB 00paboTKH HHPOPMAIHH;

- OJIEKTPHYECKHE CHIHAJIbl, BO3HUKAOIINE IIOCPEICTBOM IIpeoOpa3oBanusi HH)OPMATHBHOIO CHTHAIA
U3 aKyCTHYECKOIO B JJIEKTpHYECKHil 3a cueT MuKpodoHHOrO 3(ddeKkra H pacmpocTpaHsiOmuecs 110
IPOBOJIaM M JIMHHUSAM Iiepenadu uH(opMaIuu;

- BHOpallHOHHBIC CHTHAIBI, BO3HHKAIOIIHE MOCPEACTBOM TpeoOpa3oBaHus HH(GOPMATHBHOIO
aKyCTHYECKOTO0 CHTHAla TpPH BO3JEHCTBHM €ro Ha CTPOHTENBHBIC KOHCTPYKIMH W HHXKEHEpPHO-
TEXHUYECKHE KOMMYHUKAIIMH BBIICICHHBIX TIOMEIICHHIT;

- BO3JICHCTBHME HA TEXHWYECKHE WIM IIPOTPAMMHEIE CPEJCTBA B IHENsAX HAPYIIEHHS IIEJOCTHOCTH
(YHHUTOXEHHMS, HCKaKeHHs) HHbopManuy, paboTOCHOCOOHOCTH TEXHHYECKHX CPENCTB, CPENCTB
3ammTel MHQOpMANKK, aIpecHOCTH W CBOEBPEMEHHOCTH HH(POPMAIMOHHOIO O0MEHa, B TOM YHCIIe
3JIEKTPOMArHUTHOE, Yepe3 CIELHAIbHO BHEJAPEHHbIE MJIEKTPOHHBIE M IPOrpaMMHBIE CpPEICTBa
(«3aKmamKm» ),

- mepexBaT HHQOpPMAIMH HJIM BO3JEHCTBHE HA HEE C HUCIOJB30BAHHEM TEXHHUYECKHX CPEICTB MOMKET
BECTHCh HETIOCPEJACTBEHHO M3 3/IaHHH, PACIIOIOKEHHBIX B HEMOCPEACTBEHHOMN OIM30CTH OT 00BEKTA,
MECT BPEMEHHOI0 MpeObIBaHUS, 3aHHTEPECOBAHHEIX B NepexBaTe HH(POPMAIHH MM BO3JIECHCTBHH HA
HEe JMI[ IPH IOCEIIEHHH HMH Y4YpeXIEHHS, a TaKiKe C MOMOMIBI0 CKPBITHO YCTaHABIHMBAacMOH
ABTOHOMHOM aBTOMaTHYECKOH amnaparyphl.



Iv. OcHOBHBIE NPUHIMITEI TOCTPOEHHSI CHCTEMBI 3AIATH HHPOPMAIHH.

IlocTpoeHne CHCTEMBI 3amUTEl HHGOPMAIHE YUpexkJeHHs U ee (YHKIMOHMPOBAHHE IOJDKHEL
OCYIIECTBIATHCA B COOTBETCTBHH CO CAEAYIOIIHUMHI OCHOBHBIMH IIPHHIIHIIAMHE:

5.1. 3aKOHHOCTE.

Ilpepnonaraer oOCyIIeCTBICHHE 3ALUUTHBIX MEPONPUATHNA U pa3pabOTKy CHCTEMBI 3aIATHI
uHpopMany YUpeXIEeHHS B COOTBETCTBHH C JEHCTBYIOIIMM 3aKOHONATEILCTBOM B 00JACTH
uHpOpMaNyK, HHYOPMATH3ALME H 3aIMHTHl HHYOPMAIMH, a TaKKe APYTHX HOPMATHBHBIX AKTOB 110
uH(OpMaIMOHHOH Oe30IaCHOCTH, YTBEPIKIEHHBIX OpPraHaMH TOCyIapCTBEHHOMN BIACTH.

lpunsiteie  Mepsl HHOOPMAMOHHON OE30IACHOCTH HE JOJDKHBI TPEMSATCTBOBATh JIOCTYILY
TPaBOOXPAHUTEIbHBIX OPraHOB B IIPE/[yCMOTPEHHBIX 3aKOHOAATEIBCTBOM CIy4asX K pecypcam
KOHKPETHBIX HHPOPMaHOHHBIX crcTeM. Bee monb3oBareni MHGOPMAMOHHBIX CHCTEM YUpesKIeHUs
ROJDKHBL MMETh IPE/CTaBlIeHHE 00 OTBETCTBEHHOCTH 3a PABOHAPYIICHHS B 00JaCTH HHPOPMAIIHH.

5.2. CucreMHOCTS.

CucTeMHBIH MOX0M K MOCTPOCHHIO CHCTEMBI 3al{HTHI HHGOPMALMA B YYPEKISHHH TPEToaraet
Y9ET BCEX B3aUMOCBS3aHHBIX, B3aHMOJECHCTBYIONIMX H HIMEHSIOUIMXCS BO BPEMEHH DIIEMEHTORB,
yCHnoBHH u  (aKTOpOB, 3HAUMMBIX JUIi [OHMMAHWS ¥ pElNIeHHs npobieMbl obecredeHns
uHpopmarmonHo# Ge3omacHocTH YupexaeHus. [Ipu CO31aHUH CHCTEMBI 3aITUTHI YUHTHIBAIOTCS BCE
cnabble W HauboNee ySI3BUMBIC MeCTa HH(MOPMAIIHOHHEIX CHCTEM YUPEXIEHHs, a TakKe XapaKTep,
BO3MOXHBIE OOBEKTHI M HANpPaBJeHMs aTak HA Heé €O CTOPOHBl HApylIHTeNeH, IyTH
HECaHKIIMOHMPOBAHHOTO HOCTyna K wH(opmanuy. CHcTeMa 3alUThl JODKHA CTPOMTHECH C YYETOM
BO3MOXKHOCTH IOSIBJICHHS IIPHHIMIIMATEHO HOBBIX ITyTeH peann3anu yrpo3 6e30IacHOCTH.

5.3. KoMmieKCHOCTS.

KommekcHOe MCHOJB30BaHHE METOMOB W  CPEACTB 3alIATHl  MH()OPMAIMOHHBIX CHCTEM
IpEToaraeT CorlacoBAaHHOE IIPUMEHEHUE NPOTPAMMHBIX M TEXHHUECKHMX CPEJICTB IPH MOCTPOCHUH
IIEJIOCTHOH CHCTEMBI 3aIlUTEHI, NEPEKPHIBAIONICH BCe 3HAYUMBIE KaHAJbl PealM3alldy yrpo3. 3aiuTa
JI0JDKHA CTPOUTBCS DINETIOHHPOBaHO. BHemmsa 3ammra JoinkHa obecmeuwBaThes (H3HYECKAMH
CpPEICTBAMH, OPTaHU3aIIMOHHBIMHU U IPABOBEIMH MEPAMH.

5.4. HenpephIBHOCTE 3allATHL.

st obecrieyeHuss  5TOro  IpHHOWIA  HEOOXOJMMA  ITIOCTOSHHAS  OpraHM3aI[MOHHAS
(anMHHHCTpaTHBHAA) NMOJUIEPXKKA (CBOCBPEMEHHAsI CMEHAa M 00ECIeUeHHE MPaBUILHOTO XPAHEHHS H
NPUMEHEHUs HMMEH, Mapoyicd, Kioued mudpoBaHHs, NepepaclpeielieHHe moaHoMounii). [lopsmok
MOJIy4EHHS JOCTyIa K HH(POPMAMOHHBIM PECypcaM periaMeHTHpyeTcs B MHCTPYKIIMH ITOTB30BaTes,
OCYINECTBIISIOMIETO 00pabOTKY NePCOHATBHBIX JAHHBIX HAa 00BEKTaX BHIYHCIHTETHHON TEXHUKH.

5.5. CBOEBpEeMEHHOCTD.

[Ipenmonaraercs ynpeskIalomuil xapakrep Mep obecrnedenus: HHGOPMAIHOHHOH 6e30MaCHOCTH, TO
€CTh MOCTAHOBKA 3a[ay [0 KOMIIJIEKCHOH 3ammre WHpOpMalMM M peanu3amds Mep oOecIeyeHus
Ge3omacHOCTH HH(OPMAIUK HA PAHHMUX CTAAUSX pa3paboTku HHGMOPMAIMOHHBIX cHucTeM. PaspaboTia
CHCTEMBI 3alIMTHI BENETCS NapaleabHO ¢ pa3paboTKo# M pa3sBHTHEM caMoOil mojuekalnell zarmre
HH(GOPMAIIMOHHON CHCTEMBI.

5.6. IIpeeMCTBEHHOCTb H COBEPIICHCTBOBAHHE,

IIpeanonaraer MOCTOSHHOE COBEPIICHCTBOBAHHE MEP M CPECTB 3alUThl HHPOPMAITMH HA OCHOBE
NPEEMCTBCHHOCTH OPraHM3allMOHHBIX M TEXHUUYECKUX peIIeHW#, KaJpoBOro COCTaBa, aHAIM3a
(bysxuorrpoBanusS HHPOPMAIIMOHHBIX CHCTEM YUPEIKICHHUS H CHCTEM MH(POPMAITMOHHON 3aIUTHI C
YYETOM HU3MECHCHHI B METOJAax M CPe/CTBax IepexBara MHGOPMAIMH, HOPMATHBHBIX TpeOOBaHMM 110
3aIKTe, JOCTHTHYTOTO OTEYECTBEHHOIO M 3apyOesKHOTO OIBITA B 9TOH OBGJIACTH.

5.7. IlepcoHanbHas OTBETCTBEHHOCTD.

IIpeamonaraer BO3/I0XkKEHHE OTBETCTBEHHOCTH 3a obeciieyeHHe HMHPOPMAIMOHHON 0e30MacHOCTH
Ha KaXJIOro pabOTHHKAa B IpejeNax ero IIOJHOMOYHA. B COOTBETCTBHHM ¢ 3THM NPHHIMIIOM
pacnpezieieHre MMpaB | 0043aHHOCTEH PabOTHHKOB CTPOUTCS TaKUM 00pa3oM, 9To0kI B Ciiydae JIIo6oro
HapyIICHUS KPYI BAHOBHMKOB OB YETKO W3BECTEH WJIH CBEJEH K MHHUMYMY.

5.8. MuRUMH3AUHAS OJTHOMOYMH.

IIpenmonaraer nmpegocTapieHHe MONL30BATEIIM MUHHMAIBHBIX TPAB JOCTYIa B COOTBETCTBHH CO
cinyxeOHOHM HeoOxoauMocThio. JlocTynm K HHQPOpPMAIME JIOJDKEH TPEeIOCTABIATECS TOIBKO B TOM



ciyqae ¥ 00OBEME, ecad 3TO0 HeoOXOmMMO pPabOTHUKY JUIs BBIIOJNHEHHS €ro JIOJDKHOCTHBIX
00s13aHHOCTEH.

5.9. 'mbxocTh crucTeMBI HHOOPMATHOHHON O€3011aCHOCTH. :

IIpenmonaraer crnocoOHOCTE CHCTEMBl HHOOPMANHMOHHOM OE30MACHOCTH pearupoBarh Ha
H3MCHEHHS BHEIIHEH CPEJIbl M YCIIOBUH OCYIIECTBICHAS YUpPEIKIACHHEM CBOEH JIESTENLHOCTH. B umcio
TaKUX U3MEHEHHUH BXOJIAT:

- H3MEHEHHs OPraHU3allMOHHON H IITATHON CTPYKTYPHI Y UPEKICHHS;
- I3MCHEHHE CYLIECTBYIOIIMX HIIH BHEJPEHUE IPHHIUITHATLHO HOBBIX HH(POPMAIIHOHHBIX CHCTEM;
- BBOJI B 3KCIITyaTallHIO HOBBIX TEXHHUYECKHX CPEICTB.

5.10. IIpocToTa NpUMEHEHHS CPEICTB 3AIIUTEL

MexaHu3Mbl B METO/IbI CHCTEMBI 3alUTHl HH()OPMAIME JOJKHBI OBITh IOHSATHBEl M MPOCTHL B
UCIONB30BaHuK. |IpuMeHeHne cpesicTB U METOJOB RaIIHTHl HE CBS3aHO CO 3HAHHEM CIIEHHATBHBIX
S3BIKOB HIIM C BBIMOJIHEHMEM JECHCTBHM, TPeOYIOIMX 3HAYHTENIBHBIX JNOTOJHUTENBHBIX TPYA03aTpar
npy 0OBIYHOM paboTe 3aperHCTPHPOBAHHBIX MOIB30BaTElEH, a Takke He TpebyeT OT IOJIB30BATENs
BBIIIOJTHEHHS MAJIOTIOHSATHBIX €MY OTICPAITHIA.

5.11. O60CHOBaHHOCTh H TEXHHYECKAS PEATIU3YEMOCTb.

[Ipennonaraer, 4ro MHGOPMANMOHHBIE TEXHOJOTHH, TEXHHYECKHE W IMPOTPAMMHBIE CDEICTBA,
CPENCTBA M MEPHl 3alMUTHl HHPOPMAIMK PEATU3YIOTCS HA COBPEMEHHOM TEXHHYECKOM YPOBHE H
00OCHOBaHBI I JOCTHXEHHs 3aIaHHOTO YPOBHsS 0Ge30macHOCTH HHGOPMAIMH H SKOHOMHYECKOM
1eNeco00pasHOCTH, a TakKXKe COOTBETCTBYIOT YCTAHOBJICHHBIM HOpPMaM H TpeDOBaHHAM IO
Oe3onacHOCTH HH(pOPMAIIHH.

5.12. Cnenuanu3anus 1 1poecCHOHAIN3M.

llpennonaraer npusiiedeHne K pa3paboTKe CPEJCTB M pealH3allid Mep 3alllUThl HH(OOpPMAIHH
CIICI[MATH3HPOBAHHBIX OPraHM3alMi, HAHDOJIEE MOTOTOBIEHHBIX K KOHKPETHOMY BHIY JESTEIBHOCTH
10 obecnevyenuo Ge30macHOCTH HHYOPMAITMOHHBIX PECYPCOB, HMEIOIUX OIBIT IPAKTHIECKOH paboThI
U TOCYIapCTBEHHYIO JIMICH3HIO HA IIpaBO OKa3aHWUs YCIyr B 0OTod oOnactu. Peanmsanms
aJMHHHCTPATHBHBIX MEP H OKCIUIyaTallds CPE/JCTB 3allMThl OCYIIECTBISETCS TPO(ECCHOHAIBHO
[OJIrOTOBJIEHHBIMH CIIELHAIHACTAMH 3aIlIUTHI HHPOPMAITHH Y UPEIKICHHS.

5.13. O6s13aTEMBEHOCTE KOHTPOJIS.

llpenmonaraer o00sA3aTeNLHOCTE M CBOSBPEMEHHOCTH BBISABICHHSA M IIPECEYEHHS IIONBITOK
HapyIICHHS YCTaHOBJIEHHBIX NpaBHI oOecnedeHus Oe30macHOCTH HHAOPMALUH.

KOHTpOJIB 3a [eSTebHOCTIO JIF000T0 MOMb30BaTeNs, KakI0ro CPEJICTBA 3allHThl H B OTHOIICHHH
m000ro 00BEKTa 3aIUTHl OCYLIECTBISIETCS Ha OCHOBE [IPUMEHEHHS CPEJCTB ONEPATHBHOTO KOHTPOJIS
W PErUCTpallid W  OXBAThIBAET CAHKIHOHHPOBAaHHbIE W HECAHKI[MOHHPOBAHHBIC JIEHCTBHS
nojb3oBareicH. BeiaBieHHble paboTHHKaMH  YupeJeHHs HEJIOCTATKH CHCTEMBI  3alllMThI
vHpopMalMK JOBOAATCS [0 CBEJICHHS HEIOCPEJCTBEHHOr0 pyKoBomuTeias. O CyIIECTBEHHBIX
HEJ0CTAaTKaX COOOIAeTCs pYKOBOAUTENIO Y YpeIKICHHSL.

V. Mepel, MeT0bI H cpecTBa obecnevenus HHGOPMANHOHHOI 0€30I1aCHOCTH.

6.1. Meps1 obecnieuenus HHPOPMAIHOHHOM 6e30MacHOCTH.

6.1.1. 3akoHonarenbHBIEe (IIpaBOBBIE) Mepbl obOecreyeHHs HHG)OPMAIHOHHOM OE€30macHOCTH K
npaBoBEIM MepaM obecnedeHuss HHOOPMAIMOHHOM Oe30IacHOCTH OTHOCATCS AEHCTBYIOIHE B
Poccuiickoii ®enepanuy 3aKOHOAATENbHBIE K HHBIE HOPMATHBHBIC AKTHI, PErJIAMEHTHPYIOIIHE
npapuna oOpameHus ¢ HHGOpMamMeH, 3aKkpelUsioliue IpaBa M O0S3aHHOCTH YYaCTHHKOB
uHGOPMAIMOHHBIX OTHONIEHWH B 1pomecce ee 00pabOTKH ¥ HCIOJB30BAHHS, a4 TakkKe
YCTaHAB/IMBAIOIIME OTBETCTBEHHOCTh 3a HApYIICHHs 3THX NpaBui. lIpaBoBele Mepbl obecnedeHHs
HH(pOPMaMOHHON 0€30IIaCHOCTH HOCAT YIPEXKTArOIIHi, MpodHIaKTHUSCKHH XapakTep W TpeOyroT
NOCTOSHHOH pa3bsCHUTENBHOH pPaboTBl C TIONB30BATENSIMH H  OOCIIY)XHBAIOIIHM [EPCOHAIOM
UHGOPMAIIMOHHBIX CHCTEM Y UPEK/ICHHS.

6.1.2. Texnonorumyeckne Mepsl obecredeHHss HHPOPMAIMOHHONW 0E30MacHOCTH K JAHHOMY BHILY
Mep oOecrieyeHus: HMHPOPMALMOHHOW O€30MaCHOCTH OTHOCATCS TEXHOJOTHYECKHE pElIeHHS U
[IPUEMBI, HAIPABICHHbIE HA YMEHBIICHHE BO3MOXKHOCTH COBEpIIEHHS pabOTHHKAMH OIMHOOK H
HapyUIeHHH B paMKax [PeJOCTaBICHHBIX UM TIPaB U MOJTHOMOYHIA.



6.1.3. OpranmszanuoHHbIE (aJMUHHCTPATHBHBIE) Mephl  obecrniedeHus HMH(OPMAIMOHHOM
Oe3omacHOCTH.

OpranusanuoHHBIE (a(MHHHCTPAaTHBHBIE) MepBI oOecriedeHus HHGOPMAIIMOHHON Ge30MacHOCTH —
9TO Mephl OPraHM3alMOHHOIO XapakKTepa, PETJIaMEHTHPYIOIIHE MNpoLecchl (YHKIMOHHPOBAHUS
cucTeMbl 00pa0OTKH HAaHHBIX, HCIIOJIL30BAHHE €€ PpeCypCoB, IESTENBHOCTH OOCIYKHBAIOIIErO
NEpCoHaNa, a TaKXKe MOPAIOK B3aHMO/ICHCTBHSA N0Jb30BaTelel ¢ CHCTeMOR TakuM 00pa3om, 4To0bl B
HauOONIBINEH CTENEHH 3aTPYAHHUTh HIH HCKIIOYHTH BO3MOXKHOCTH PEAH3AIldH Yrpo3 6e30MacHOCTH
HJIM CHU3UTh pa3sMep HOTEPh B CIydae UX peanusanuu. OpraHu3allMOHHBIMH (aIMHHHCTPATHBHBEIMH )
MepaMmH obecrieyeHHst HHPOPMAIIMOHHOH 0€30acHOCTH SBIISIOTCS:

- perilaMeHTalus JJOCTYIIA B 3/1aHHsT Y UPEIKICHHUS;

- periiaMeHTaIys 10Iycka pabOTHHKOB K HCIIOIB30BaHUIO HH()OPMAIIHOHHBIX PECYPCOB;

- aHaNU3 TpeOOBaHUH K 27eMeHTaM CHCTeMBI Ha OCHOBE 3asBOK MOJIb30BaTeNel Ha 00CIyKUBAHHE U
MOIMGHKANMIO aNapaTHBIX U IPOTPAMMHBIX PECYPCOB;

- o0ecnedyeHHe W KOHTPOJIb (H3HYECKOH LETOCTHOCTH (HEM3MEHHOCTH KOH(UIYpalyH) CpeacTB
BBIYUC/IUTEIHHOM TEXHUKH;

- 00y4eHHe noNb30BaTeNel; esATENBHOCTD 10 0becnedeHuIO HHOPMAMOHHOM 6€30MacHOCTH;

- ycnoBus  00pabOTKH  MHQOPMAIMOHHBIX ~ PECYpCOB  KOH(GHIEHIHAIBHOTO  XapakTepa,
OTBETCTBEHHOCTh 3a HApyLIEHHS YCTAHOBICHHOTO TMOPSJKA I0JIb30BAHKS HHGOPMAIHOHHEIMU
pecypcaMu Y4peKJIeHusI.

6.1.4. ®Gusnyeckre Mepsl obecrieueHnst HHPOPMAHOHHON O€30MaCHOCTH.

Qusnueckue Meppl obecrneyeHHs HHGOOPMAIMOHHOM 0€30MaCHOCTH OCHOBAHBI Ha IPHMEHEHHH
MEXaHHYECKHX,  OJIEKTPOHHBIX MM  DICKTPOHHO-MEXaHMYECKHX  YCTPOMCTB,  CIEIHAILHO
NpeHa3HAYEHHBIX /Ul CO3MaHHsA (PU3MUYECKUX MPENSTCTBHI HAa BO3MOXHBIX ITyTAX MPOHHKHOBEHHS U
JOCTyNa MOTEHIMAIBHLIX HapyIIMTENEH K 3JeMeHTaM HHGOPMAIMOHHBIX CHCTEM H 3allHINaeMOi
uH(pOpMaIHH. ‘

6.1.5. Texnuueckue mepsl obecriedeHust HHOOPMAITMOHHON O€30MaCHOCTH.

Texnuueckue (ammapaTHO-IPOrpaMMHEIE) Mephl obecriedeHusi WHPOPMAIMOHHOM Oe30ImacHOCTH
OCHOBaHBI Ha MCIIOJIb30BaHHH JJIEKTPOHHBIX YCTPOMCTB M CHEIHATBHBIX MIPOTPaMM H BEIMOTHSIOIAX
(caMOCTOSTEIFHO MJIH B KOMILIEKCE C JPYTMMH CpeJCTBaMH) GYHKIHM 3alIuThl (MICHTA(DUKAIUIO 1
ayTeHTH(QHKAIMIO II0Ib30BaTellel, pa3rpaHHueHHe J0CTyNa K pecypcaMm, PErucTpalHio COOBITHH,
KpHIITorpauyeckoe 3aKpbITHe HHPOPMAIIHH).

VI. OcobGennoctu 00paboTku HHPOPMAIHH, ColepKALIEH EPCOHAIbHbIE TaHHBIE.

7.1. Bee mepcoHanbHBIE JaHHBIE CYOBEKTa YUpeKIeHHS CleAyeT MoaydaTh y Hero camoro. Ecim
IEPCOHAIBHBIE JaHHBIE BO3MOMKHO IOIYYHTh TOJBKO Y TPETheil CTOPOHBI, TO CYOBEKT MEPCOHAIBHBIX
JaHHBIX JOJDKEH OBITH yBeJOMIIEH 00 3TOM 3apaHee W OT HEro JOJDKHO OBITh MOJIYYEHO MHCHMEHHOE
corjacue.

JIOIKHOCTHOE JIMIO YYpexIeHHUS TOIDKHO COOOMUTE CYOBEKTY MePCOHANBHBIX JIaHHBIX O IENIX,
IpeNoIaraéMplX HCTOYHHKAX H criocobax MOTyueHHs IIepCOHANBHBIX JIaHHBIX, & TAKKE 0 XapakTrepe
noJuiexanx nonaydenuro 1] u nocinencTBugx oTkasa 1aTh MHCBMEHHOE COTJIACHE HA HX TOJIyYEHHE.

7.2. YypexieHHe He MMeeT MpaBa MOoJIydaTs ¥ o0pabaTeiBaTh JaHHBIE CYOBEKTa TEPCOHATBHBIX
JAHHBIX O €ro pacoBOH, HAIlHOHAIFHOW NMPHHAANC)KHOCTH, ITOJMTHYECKUX B3IJISJIaX, PETMTHO3HBIX
wi punocodckux yOeKIeHUAX, COCTOSHUH 3/10POBbS, YACTHOM XU3HU. B ciiydasx, HEmoCpeICTBEHHO
CBSI3aHHBIX C BOIIPOCAMH TPYAOBBLIX OTHOLIEHHH, B COOTBETCTBUH O ¢T. 24 KorctuTyimu Poccuiickoii
Qenepanuy paboTojareNb BIpaBe nojyyats ¥ 00pabaThBaTh JaHHBIE O YAaCTHOH KHM3HH pabOTHHKA
TOJIBKO C €0 IIHCBMEHHOTO COTJIACHS.

7.3. CyObeKT nepcoHaNbHBIX TaHHBIX CAMOCTOSTEIFHO MPHHHMAET pellleHHe O MPeIOCTABIEHHH
CBOMX IIEPCOHAJIBHBIX JAHHBIX U JAa&T corjacue Ha ux o0paboTky.

7.4. OOpaboTka yKa3aHHBIX JaHHBIX BO3MOXKHa 0€3 €ro corjacds B COOTBETCTBHH CO CT.6
OenepanbHbM 3ak0HOM 0T 27.07.2006 Nel52 «O nepcoHalbHBIX TAHHBIX).

7.5. Cornacue Ha 00paboTKy NEPCOHATBHBIX JaHHBIX O(QOPMISIETCS B MHCBMEHHOM BHJIE.

7.6. ITuceMenHoe coriacue Ha 0OpabOTKYy CBOMX TEPCOHANBHBIX JAHHBIX JOJDKHO BKIIIOYATL B
ceOs:



- (aMHIHIO, HMS, OTYECTBO, ajipec CyObeKTa MePCOHANBHEIX JaHHBIX, HOMEP OCHOBHOTO JOKYMEHTA,
YIOCTOBEPSIOIIETO €T0 JITYHOCTh, CBE/ICHHS O J1aTe BHIIAYM YKa3aHHOTO JOKYMEHTA W BBIIABIIEM €ro
OpraHe; HauMMCHOBaHHE ((paMHIIMIO, WMs, OTYECTBO) M aIpeC OIEepaTopa, MOJYYAKOIIErO COIIAaCHe
cybBeKTa nepcoHaNbHBIX JAHHBIX; Le/Ib 00PabOTKH HEPCOHANBHBIX JAHHEIX; TEPeYeHb IIEPCOHATBHBIX
JIaHHBIX, Ha 0OpabOTKy KOTOPBIX JaeTcs coriacHe cyObeKTa MEpCOHANBHBIX IAHHBIX, MepedeHb
JNCHCTBHH ¢ ICPCOHANBHBIX JaHHBIX HA COBEPIICHHWE KOTOPBIX JIACTCH COTJIacHe, O0llee OIMHCaHHe
HCIIOJIB3YEMBIX ONEPATOPOM CIOCOOOB 0OpabOTKH IEPCOHANBHBIX JaHHBIX; CPOK, B TEYEHUE KOTOPOTO
JeHCTBYET COTIacHe, a TakKe MOPSIO0K ero OT3hIBA.

7.7. Cornacue Ha 00pabOTKy INEpCOHANBHLIX JAHHBIX MOXKET OBITH OTO3BAHO CYOBEKTOM
IICPCOHAIBHBIX JJAHHBIX O THCHBMEHHOMY 3alIPOCY HA UMS JIUPEKTOpa Y UpeKIcHHsL.

7.8. CyOBeKT nepcoHaNbHBIX JaHHBIX HMEET IPaBO Ha IOJIydYeHHe cieayronleil nadopManun:

- CBEJICHHUSA O JIUIAX, KOTOPBIE HMEIOT JOCTYI K NMEPCOHANBHBIM JJAHHBIM HIIH KOTOPBIM MOYET OBITh
IPeIOCTaBIIeH TAaKOH JIOCTYII; nepedeHb o0pabaThIBaeMbIX MMEePCOHANBHBIX JAHHBIX W HCTOYHHK HX
HOJTYYEHHS; CPOKH 00pabOTKH NEPCOHATBHBIX JJAHHBIX, B TOM YHCIIE CPOKH HX XPAHECHHS;

- CBEJICHHS O TOM, KaKHE IOPHINYECKHE [TOCTIEICTBUS JI8 CyOBeKTa MEePCOHANBHBIX JAHHBIX MOXKET
1oBJIeYb 3a co00i 00paboTKa ero NepcoOHaILHBIX JaHHbIX.

7.9. CyObeKT IepcOHaNbHBIX JaHHBIX BIpaBe TpeOOBATH OT ONEpPaTOpa YTOYHEHHS CBOMX
NEePCOHANIBHEIX JTAHHBIX, HX OJIOKHPOBAHUS WM YHHUYTOKEHHUS B CIIydyae, eCJId HePCOHANBHBIX JaHHBIX
ABJIAIOTCS HEIOJHBIMH, YCTapeBIIHMHM, HEIOCTOBEPHBIMH, HE3aKOHHO IIOJIyYEHHBIMH WIH HE
SBJIAIOTCH HEOOXOJMMBIMU JUIsL 3asBICHHOM 11e)TH 00padOTKH.

7.10. Csemenuss © NEPCOHANBHBIX MAAHHBIX JODKHBl OBITh TIPEIOCTAaBIEHBI CYOBEKTY
NEPCOHATBHBIX JaHHBIX OIEPATOPOM B IOCTYNHOH (OopMe, U B HUX HE JOJDKHBI COIEPIKAThCS B
MEPCOHAIBHEIX JIaHHBIX, OTHOCALIHECS K APYTHM CYOBEKTaM MePCOHAIBHBIX JaHHBIX.

7.11. JlocTyn K CBOMM IEPCOHAILHBIM JaHHBIM HPEIOCTABISIETCS CYOBEKTY IEPCOHANBHBIX
JaHHBIX MM €r0 3aKOHHOMY IPEICTABHTENIO OIEPATOPOM IIPH MONYyYCHHH MHCHBMEHHOrO 3aIpoca
CcyObeKTa NMEepCOHANLHBIX JJAHHBIX HIIH €ro 3aKOHHOTO IpecTaBuTels. [INChMeHHBIH 3anpoc nomkeH
OBITH aIPEeCOBAH HA MM IUPEKTOPa Y UpeskIeHHS WK YIOTHOMOYEHHOTO PYKOBOUTEIIEM JIALLO.

7.12. CyOmekT B mpaBe 00XajloBaTh B YNOJHOMOYEHHBIH OpPraH II0 3allUTe NpaB CYOHEKTOB
NEPCOHANBHEIX JaHHBIX HJIM B CylAeOHOM IOpsAKEe HEMpaBOMEpHBIE IeHCTBHS WIH Oe3neHCTBHS

IIEPCOHANBHBIX HTAaHHBIX JOJDKHOCTHBIX JIHI] yT—IpC}I{,HGHHH npu OGp&GOTKe H 3aluTre €ro
IIEpCOHATIBHBIX JaHHBIX.

VII. O0s3aHHOCTH H IpaBa JI0/DKHOCTHBIX JIHIL,

8.1. PykoBomutens VYupexaeHHs oOpra€uzyer padoTy MO IIOCTPOEHHIO CHCTEMBI 3allUTHI
uH(opMannonHO# cuctemsl. B wactHOCTH:

- Ha3Ha4YaeT OTBETCTBEHHOIO 3a OPraHM3alMi0 3alMThl MHGOpPMAIMH H3 YHCIA COTPYIHHKOB
Yupexnenus,
- YTBEpKIaeT KPYT JIMIl, HMEIOIIMX JOCTYII K 3aluInaeMoi HHYOpPMAITUH U MOPSI0K UX paboThHI;
- VIBEPXKAAeT KOMIUIEKT JOKYMEHTOB, OINpEAEHASIONIMX MOIUTHKY B OTHONICHHH 3allHTHI
HHGOPMAMH B YUPSXKICHHH, @ TaKKe JIOKAIbHbIC AaKThl, YCTAHABIMBAIOIIMX MPOIELYPHI,
HanpasJIeHHBIE HA NIPEJOTBPAIIEHNE U BEIBICHUE HApyIIeHUH 3aKoHoaaTelbeTRa PO,

8.2. OrBercTBEeHHBIH 3a 3aIUTY HHpOpPMAITHH:
- paszpabarbiBacT  OpraHH3alMOHHO-PACTIOPSIUTENILHEIE  JIOKYMEHTBI 10  BONPOCAM  3aIHTHI
uH(popmanuu npu e€ 06paboTke ¢ TOMOIIBIO HHPOPMAIIHOHHON CHCTEMBI;
- KOHTPOJIAPYET HUCIIOJIHEHHE IIPUKA30B U PACIOPSDKEHHH BRIIECTOANHX OPraHH3aIHii 110 BOIIPOCaM
obecnieyeHus H6e3omacHOCTH HHGPOPMAIUH;
- obecrednBaeT 3aIUTy HHPOPMAIHK, IUPKYIUPYIOlIeH Ha 00beKTaX HHOPMATH3ALKH;
- IPOBOJWT CHCTEMATHYECKMH KOHTPOJb pabOThl CHCTEM 3alIUTHl HHGOPMAIAH, MPHMEHIEMBIX B
HHGOPMAIHOHHOH CHCTEME, a TaKXKe 3a BBIMOJIHEHHEM KOMIUIEKCA OPraHH3allHOHHBIX MEPONpPUATHH
110 obecneyeHHo 6e30MmacHOCTH HHPOPMAITHH;
- IPOBOJUT HHCTPYKTAX MOJIb30Bareleit HHPOPMAIIMOHHOM CHCTEMBI,
- KOHTPOJIMPYET BBIIIOJIHEHHE aJMHHHCTPATOPOM HH(POPMAIMOHHONW CHCTEMBI 00sS3aHHOCTEH 110
obecredeHHI0 (YHKIHOHHPOBAHUS CHCTEM 3allUThl MH(OpManuu (HACTPOHWKA H COIPOBONKICHHE



MOJICHCTEMBI YIIPaBIEHHUS JOCTYIIOM I0JIb30BaTeld K 3alllMaeMbiM HH()OPMAIHOHHEIM pecypcam
HH(POPMALOHHON CHCTEMBI, AHTHBHPYCHAsI 3aIIATa, PE3CPBHOE KOIMPOBAHKE JAHHBIX H T.1.);
- KOHTPOJIMpPYET TOPSAOK Yy4€Ta H XpaHCHHMs MalIMHHBIX HOCHTENIEH KOHGMUIEHITHATLHON
HHpOpMAIHH;
- ydacTByeT B paboTax IO BHECEHHWIO H3MEHEHHI B aNmapaTtHO-IPOTPAMMHYIO KOH(HIYpaImio
HHGOOPMAIMOHHON CHCTEMBI;
- OIpeleNsieT NOPAIOK H OCYIIECTBISIET KOHTPOJb PEMOHTA CPEICTB BBIYHCIHTEIBHON TEXHHKH,
BXOJANIMX B COCTaB HH(DOPMAIIHOHHOH CHCTEMBIL;
- NPUHAMAET MEPHI 110 ONEPATHBHOMY H3MEHEHHMIO IapoJiell MPH YBOJILHEHHH HIIH IEPEMENCHHH
COTPYIHHMKOB, HMEBIIHX JIOMYCK K HHQOPMAIIHOHHON CHCTEME;
- TpeOyeT yCTpaHeHHs BBIABICHHBIX HAPYIICHUH U HEJIOCTATKOB, 1aeT 00S3aTeNbHbIE IS HCIIOTHEHHS
yKasaHusl 110 BOIpocaM o0ecIeueH s OJI0KEHHH HHCTPYKITHIA 10 3auTe HH(pOpMAaIHH;
- TpeOyeT OT pabOTHHKOB IIpe/CTABIEHHS THCHMEHHBIX OOBICHEHHUH M0 (aKTaM HAPYIIEHHUS PeXKHMa
KOH(MIEHIMATTBHOCTH;
- B CJIyYae BBIABJIEHHS IIONBITOK HECAaHKIMOHHPOBAHHOTO IOCTYNMAa K HHGOPMALMH MJIM IOIBITOK
XHIUCHHUs, KOINHUPOBAHUSA, W3MCHEHHs, HE3aMEUTHTEIFHO TIPHHEMAET Mephl [PECEYEHHS H
JIOKJIAJIbIBAET PYKOBOIUTEIIO Y UpeXk/IEHHUS;
- 00 HMeIomHUXCs HEeNOCTaTKaxX M BELIBJICHHBIX HAPYIICHHAX TpeOOBaHMH HOPMATHBHBIX U
PYKOBOZAIMX JOKYMEHTOB TO 3aliuTe HMH(OpPMallMH, a Takke B YCTAHOBJCHHBIE CPOKH
MO/ArOTABIMBAECT HEOOXOAMMYIO OTYETHYIO JIOKYMEHTAIMI0 O COCTOSHHH paboT MO 3aIuTe
uHGOpMAaLIHH. e :

8.3. HecooTBeTcTBHE Mep YCTAHOBICHHBIM TPeOOBAHMSAM HIIM HOPMaM MO 3aIlETe HHMOPMAIHH,
ABJISETCS HAPYNIEHHEM M BIICUET aAMHHHECTPATUBHOE HAKA3AHME OTBETCTBEHHBIX JIHI[ B COOTBETCTBHH
¢ 3aKOHOJaTenbCTBOM PO.

VIII. 3aK/II0YHUTEILHBIE [I0JI0KEeHH.

9.1. IlonoxeHue BCTymaeT B CHIIy ¢ MOMEHTA €70 YTBEPIKIEHHS.

9.2. llonosxeHue sIBISIETCS JTOKAIBHBIM aKTOM YupexieHnsl. BHeceHHe H3MEHEHHH U JTOIOIHEeHHH
B [Tonoxenue ocymecTBiseTcs B IOPS/IKE €0 IPHHSTHS,

9.3. Hacrosmee IlonoxxeHne MoOXeT  OBITh HW3MEHEHO (JOMOJHEHO) JIOKAIBHBIM AKTOM
YypexneHus.



